The Inevitable Wave of Al
Regulations: Balancing Utility
and Harms
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2001: A Space Odyssey — "I'm sorry, Dave. I’'m afraid | can’t do that"
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“Before Al is smarter than us, | think the people developing it should be
encouraged to put a lot of work into understanding how it might try and take
control away." - Geoffrey Hinton
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Al is too big to be self regulated
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%' Sizing the prize ' I al 21

rm( R B "’ PwC’s Global Artificial Intelligence Study: Exploiting the Al Revolution

What's the real value of Al for your business and how can you capltahse°
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$15.71r +26%

Potential contribution to the global Up to 26% boost in GDP for local
economy by 2030 from Al economies from Al by 2030

~300

Al use cases identified and rated are
captured in our Al Impact Index
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The Challenge with Al
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Al Classification

ARTIFICIAL NARROW

INTELLIGENCE
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Generative Al is it ready for Prime Time?

Source: Stanford Research on Foundation Models (CRFM), Institute for Human-Centered Artificial Intelligence (HAI)

Draft Al Act Requirements

Data sources
Data governance
Copyrighted data
Compute
Energy
Capabilities & limitations
Risks & mitigations
Evaluations
Testing
Machine-generated content
Member states
Downstream documentation
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Legal Challenges
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Google hit with class-action lawsuit over
Al data scraping

By Blake Brittain

July 11, 2023 9:09 PM EDT - Updated 12 days ago H Aa || < M 11 P N

OpenAl is being sued for training ChatGPT with 'stolen’
personal data

The law firm is accusing OpenAl of using your data without consent.

The Week in Numbers: fine margins, missed tar

By Cecily Mouran on June 29, 2023
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Can Al Regulation Keep Up with Innovation?

EU and US hatch transatlantic plan to rein in ChatGPT

01 Jun 2023 | News

Policymakers, companies and civil society on both sides of the Atlantic worry that in the absence
of proper regulation, generative artificial intelligence will pose significant threats. The
Commission is promoting a voluntary code of conduct to fill the legislative void

By Florin Zubascu

Margrethe Vestager, European Commission executive vice president. Photo: European Union
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The Proposed EU Al Act
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Articie 2.

Automated individual decision-making, including profiling

1. The data subject shall have the nght not to be subject to a decision based solelv on automated processing, including profiling,

which produces legal effects concerning him or her or similarly sigmificantly affects him or her.

2. Paragraph 1 shall not apply if the decision:

(a) 1s necessary for entering into, or performance of, a contract berween the dara subject and a data controller;

(b) 1s authorised by Umion or Member State law to whach the controller 1s subject and whach also lavs down suitable measures to
safeguard the data subject’s nghts and freedoms and legiimate interests; or

(c) 1s based on the data subject's explicit consent

3. In the cases referred to 1in points (a) and (c) of paragraph 2, the data controller shall implement suitable measures to safeguard
the data subject's nghts and freedoms and legitimate interests, at least the right to obtain human intervention on the part of the
controller, to express his or her point of view and to contest the decision

4. Decisions referred to in paragraph 2 shall not be based on special categones of personal data referred to in Article 9(1), unless
pomnt (a) or (g) of Article 9(2) applies and suitable measures to safeguard the data subject's rights and freedoms and legitimate
interests are in place.
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“...ithas only scarcely been enforced under
‘I;:::?;oan:-el\:aking previous law. Cases started to pick up after the
Under.the GDPR: GDPR became applicable in 2018.

PracticalkCases from Courts
_,and Data Protection Authorities |
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i | This research is limited to documents released
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e S o F cases — 19 court rulings and more than 50
N A= enforcement decisions.”

"

»l FUTURE OF
PRIVACY
FORUM

] ”

info
12 12



Massive scope, scary penalties

* Art. 2: jurisdictional scope ~ GDPR B
e Art. 3: covered entities:

e 1. Providers (broadest set of duties)

* 2. Users

e 3. Importers

e 4, Distributors

e 5. Operators

* Art. 63 and 71: penalties even higher than GDPR = 2-6% annual revenues

* Art. 65-68: biggest hammer = market ban (same as GDPR)
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Risk-based approach

Unacceptable risk it New as of Final Draft
PREEAA - High Risk = Significance
Permitted subject to compliance o Seve rlty
High risk with Al requirements and ex-ante .

rmm=======-== g recuitment, medic conformity assessment @) |ntenS|ty
ek . o Probability
——————————— ermitted but subject to . .

i..fﬂ_,mc—_.ﬁmﬁm..s,’mnc,, o Duration of its effects

Obligations o Ability to affect people/groups

Anti-biasing for sensitive issues
ESG requirements

Permitted with no restrictions
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High-risk system

requirements
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Union level

European Commission

Establish

Coordinate

European Artificial ] & guide

National level

Member State(s)

Designate

fNational supervisory

Intelligence Board J

Set up &

maintain

EU database for stand-alone

/L authorities

notify

Assess
conformity

Corporate level

Provider(s)

Draft &
verify

[ Notified bodies J

CE Marking

1. Quality
management
system

2. Technical
documentation

3. Post-market
monitoring plan

Ensure

Register

compliance

K high-risk Al systems

Compliance

framework

3 types of ethics-based auditing

High-risk Al syslcly

16

Source: https://papers.ssrn.com/sol3/papers.cfm?abstract id=3248829

1. Al functionality
2. Al Code Audits
3. Al Impact Audits
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Context Injection: How IDP Can add Value to Generative Al

Accurate models,
accurate knowledge base

Language Result

> Content-aware model
-— prompt

User prompt
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Operationalizing Trustworthy Al with Process Intelligence
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LOG

Information System Event data logs Process Models Process performance
information for
analysis
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Trustworthy Al

_
IMPACT

The moral quality of a
technology depends on
its consequences. Risks

and benefits must be
weighed.

Non-maleficence:
Avoid harm

Beneficence:
Advance the
flourishing of peaple
and societies

Source: Deloitte analysis.

JUSTICE

People should be
treated fairly.

Procedural
fairness:
Promote fair
treatment

Three core principles can help leaders think through Al’s ethical implications

)

3
AUTONOMY

People should be able
to make their own
choice, free of
manipulative forces.

Distributive Comprehension: Control:
fairness: Explain how to Allow people to
Promote equitable useandwhento  modify or override
outcomes trust Al Al when appropriate

Deloitte Insights | deloitte.com/insights
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Thank You




	Slide 1: The Inevitable Wave of AI Regulations: Balancing Utility and Harms
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6: AI Classification  
	Slide 7
	Slide 8
	Slide 9: Can AI Regulation Keep Up with Innovation? 
	Slide 10: The Proposed EU AI Act
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21: Thank You 

